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1
Decision/action requested

It is proposed to approve this new solution in TR 33.847.
2
References

3
Rationale

The contribution proposes a solution to address the following Key Issues:

- KI #3: Security of UE-to-Network Relay 
- KI #4: Authorization in the UE-to-Network relay scenario
- KI #9: Key management in 5G Proximity Services for UE-to-Network relay communication
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.847. Note that all text is new







***
BEGIN OF CHANGES
***

6.X
Solution #X: Authorization and security with UE-to-Network relay using Remote UE network primary authentication
6.X.1
Solution overview
The contribution proposes a solution to address the following Key Issues:

- KI #3: Security of UE-to-Network Relay 

- KI #4: Authorization in the UE-to-Network relay scenario

- KI #9: Key management in 5G Proximity Services for UE-to-Network relay communication

This solution builds on top of common high-level principles from existing solution #46 and solution #47 specified in TR 23.752 [2]. These solutions address Remote UE and UE-to-Network authorization aspects in the case of L3 relay. This solution leverages a Remote UE primary authentication run to establish keys used to secure the PC5 link between the Remote UE and the UE-to-Network relay.
6.X.2
Solution details
The procedure for Authorization and security with UE-to-Network relay using Remote UE network primary authentication is depicted in Figure 6.x.2-1. 
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Figure 6.x.2-1: Procedure for Authorization and security with UE-to-Network relay using Remote UE network primary authentication 
0. The Relay UE is registered and authorized to operate as a UE-to-Network relay
1. The Remote UE sends a Direct Communication request message to the Relay UE. The Remote UE includes its SUCI in the message to request UE-to-Network relay service. The Remote UE also provides its security capabilities and security policy as in TS 33.536[8].
2. The Relay UE sends a NAS Relay Authorization request message to its serving AMF. The Relay UE includes the Remote UE's SUCI in the message.

3. The Relay UE's AMF checks that the Relay UE is authorized to act as a Relay based on subscription information obtained during Relay UE's registration

4-8. The Relay UE's AMF initiates Remote UE authentication with Remote UE's AUSF according to existing primary authentication procedures. The authentication messages are exchanged transparently via the Relay UE.
9. Upon successful authentication of the network, the Remote UE derives a PC5 link root key Krelay and its Krelay ID from KAMF
NOTE 1: Krelay and its Krelay ID can be considered as equivalent to KRNP and KRNP ID in TS 33.536[8].
Editor's note: Details for how Krelay and Krelay ID are derived are FFS

10. Upon successful authentication of the Remote UE, Relay UE's AMF checks with Remote UE's UDM that Remote UE is authorized to use UE-to-Network relaying. Upon successful authorization check, Relay UE's AMF registers with Remote UE's UDM as its Relay's AMF, providing the Relay UE identity (SUPI or GPSI).
11. Relay UE's AMF derives a PC5 link root key Krelay and its Krelay ID from KAMF as performed by Remote UE in step 9.

12. Relay UE's AMF sends a NAS Relay Authorization response message to the Relay UE. The Relay UE's AMF includes the PC5 link root key Krelay and its Krelay ID in the message. The Relay UE stores the key and its id and associates them with the PC5 link with Remote UE.

13. The Relay UE initiates PC5 link security establishment with Remote UE based on PC5 link root key Krelay. The Relay UE derives PC5 session key Krelay-sess from Krelay, and confidentiality and integrity keys from Krelay-sess the same way KNRP-sess is derived from KNRP, and confidentiality and integrity keys from KNRP-sess in TS 33.536[8]. The Relay UE integrity protects the Direct Security Mode Command and includes parameters as in TS 33.536[8]. The Relay UE includes the Krelay ID to indicate that the PC5 security establishment shall be based on Remote UE's primary authentication run.
Editor's note: Details for key hierarchy used for PC5 link security above is FFS

14. The Remote UE checks that the received Krelay ID matches the one derived in step 9. If the provided key id matches, then the Remote UE proceeds with PC5 session, confidentiality, and integrity keys derivation using Krelay as the PC5 link root key as performed by the Relay UE. The Remote UE performs security checks of the Direct Security Mode Command message as in TS 33.536[8].
15. The Remote UE sends integrity and confidentiality protected Direct Security Mode Complete message to Relay UE as in TS 33.536[8].
16. Procedure continues as per L3 relay setup procedure as defined in TR 23.752 [2] (e.g., in step 3 in solution#6).
Editor's note: PC5 link security handling during changes of Relay UE's AMF and/or Remote UE re-authentication is FFS

Editor's note: Authorization revocation of Remote UE to use Relay is FFS

6.X.3
Solution evaluation 
***
END OF CHANGES
***

�Is it important to specify SEAF within the AMF box?





I am asking because I haven't seen SAEF anywhere else.


� SEAF can be found in 33.501 this is the actual security function interacting with AUSF during AKA authentication procedures. It is co-located with AMF that's why SA2 simplifies as AMF (and usually SA3 picks up on that 😊).
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